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Abstract
With increasing awareness of the privacy risks posed by mobile phone location data,
researchers need ways to use mobility data while offering stronger privacy
guarantees to the individuals included in this data. A promising approach to this
challenge is the creation of privacy-preserving mobility insights from decentralized
location data using Local Differential Privacy (LDP). However, mobility data generated
with LDP, based on the introduction of noise by individual mobile devices, is limited
by the volume of noise required to achieve individual privacy. In this paper, we
provide a fully reproducible model of the accuracy of mobility networks generated
with LDP compared to mobility network data generated with more traditional privacy
mechanisms: Central Differential Privacy (CDP) and K-anonymity. Using a simulated
mobile phone mobility dataset informed by real-world travel patterns in the USA, we
explore the trade-off between privacy and data utility provided by different
parameters in a federated system with LDP. We also explore the impact of spatial and
temporal aggregation on data accuracy, showing that long-standing considerations
regarding the appropriate units of analysis for geographic data play a key role in
determining the utility of federated mobility data with LDP. Our paper facilitates an
in-depth understanding of the trade-offs between privacy and data utility entailed by
the future adoption of a federated approach which uses LDP to generate insights
from decentralized mobility data.
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1 Introduction
Location data from mobile phones is a commonly used source of information on human
mobility patterns. This data has been adopted in a wide range of disciplines including
epidemiology [1, 2], natural disaster response [3], international development [4], and the
study of urban systems [5, 6]. In these contexts, mobile phone mobility data provides valu-
able, near real-time information on dynamic patterns of human behavior. Common appli-
cations of mobility data include predicting the spread of infectious disease [7], identifying
locations requiring humanitarian intervention following natural disasters [8], and measur-
ing the effect of social inequalities in urban environments [9, 10]. The use of mobility data
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from mobile phones accelerated during the COVID-19 pandemic, which saw the public
release of aggregated indices of mobility activity produced by major technology platforms
[11, 12]. In the rapidly evolving context of the pandemic, mobile phone data was one of
the few available sources of information on near real-time population dynamics and was
used as a proxy for rates of social contact [13], inputs to spatial models of infectious disease
transmission [7], and was used to estimate the degree of adherence to non-pharmaceutical
interventions such as travel restrictions and lockdowns [14, 15].

While mobility data provides clear value for researchers studying human behavior, this
data can also pose significant risks to individual privacy. Individual mobility patterns are
highly unique [16], and even incomplete information on individual movement can reveal
sensitive characteristics such as a person’s health conditions, sexual orientation, or reli-
gious affiliation [17–19]. Moreover, individual mobility trajectories remain highly identi-
fiable even with the application of noise or coarse spatio-temporal aggregation intended
to preserve individual privacy [16, 20]. The large-scale collection and use of mobile phone
mobility data by commercial organizations, governments, and researchers, has increased
concern about the privacy risks posed by large collections of detailed mobility trajecto-
ries, and the risk that even aggregate mobility measures could expose sensitive personal
information [21, 22]. These data privacy concerns have fostered legal restrictions on the
collection and processing of mobile phone location data, included in the EU General Data
Protection Regulation (GDPR), the California Consumer Privacy Act (CCPA), and regu-
lations by the US Federal Trade Commission, among others [23–25]. These regulations
attempt to enforce a balance between the societal value of mobility and other forms of
personal data, and the privacy risks that they pose to individuals.

While legal frameworks provide guidelines for processing sensitive data, there is sig-
nificant interest in technical solutions which can achieve robust privacy protections for
large-scale data and provide an up-front guarantee of privacy compliance within existing
legal requirements. A number of technical solutions have been proposed, including Secure
Multi-party Computation (SMPC) in which mobile devices collaborate to produce aggre-
gate statistics without disclosing their individual data, typically using Homomorphic En-
cryption [26]; as well as Differential Privacy (DP), a formal technique for guaranteeing the
privacy of aggregate statistics through the addition of calibrated random noise [27, 28]. In
practice, because of its formal privacy guarantees and lower computational overhead, DP
has been more widely adopted in the release of mobility datasets including urban mobility
networks [29, 30], COVID-19 related activity indices from Google [31, 32], and indices of
distances traveled by Facebook users [33]. DP can provide strong privacy guarantees for
aggregate statistics, however, DP implementations still require the collection of individ-
ual mobility traces in a central database prior to aggregation and privatization, which can
pose risks to the security of individual data.

Outside the analysis of human mobility, new technologies have sought to eliminate the
need to collect potentially sensitive data from individuals before producing aggregate
statistics [34, 35]. The emerging field of Federated Analytics (FA) with Local Differen-
tial Privacy (LDP) achieves stronger privacy protections over current DP approaches by
processing individual data on the device where it was collected, and privatizing data with
Differential Privacy before data sharing [36]. Privacy-preserving FA with LDP has already
been implemented in real-world systems at the scale of millions of devices to identify high
frequency words typed in mobile keyboards and record web domains which cause signif-
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icant memory usage in web browsers [37]. While scalable LDP mechanisms exist, they
can result in much higher noise required to achieve individual-level privacy compared
to traditional DP. The balance between utility and data privacy is an active area of LDP
research, with novel algorithms reducing noise by calibrating privacy mechanisms using
publicly available information on domain specific data distributions [38], or by adaptively
applying noise to specific data points depending on their sensitivity [39].

In principle, LDP mechanisms provide a promising potential solution to the challenge
of collecting privatized mobility data from mobile phones, without disclosing individually
identifiable location information. There is an increasingly pressing need to understand
the significance of LDP mechanisms for human mobility researchers, in light of a trend
towards the ‘decentralization’ of mobility data. For example, in December 2023 Google
Maps announced that user location data would be stored on users’ mobile devices by de-
fault [40]. This raises the question of how researchers will access mobility data for future
research on human dynamics, and, for data generated using LDP mechanisms, how the
noise introduced by LDP will impact the accuracy of future mobility statistics.

In this paper, we explore the creation of origin-destination (OD) matrices, a general
purpose form of mobility data, which describes the total number of travelers between
spatial regions, within a privacy-preserving federated system with LDP. We benchmark
the accuracy of OD matrices generated with LDP against existing approaches to privacy-
preserving human mobility modeling and analysis: Central Differential Privacy (CDP),
which has increasingly been applied to aggregate mobility networks used in research, and
K-anonymity, a well-established approach to preserving privacy through the suppression
of low journey counts in mobility networks [41]. Our analysis aims to provide an open-
source benchmark for researchers using data from a FA system with LDP who are cu-
rious about the impact of LDP techniques on the reliability of mobility data for down-
stream analysis. Our study is based on a simulated individual-level mobile phone dataset
informed by empirical travel networks from the USA, producing county-to-county mo-
bility networks similar to those used to model national-level disease transmission during
the COVID-19 pandemic [42]. Our use of synthetic mobility data provides a unique op-
portunity to understand the impact of the full range of choices involved in the design
of a privacy-preserving FA system with LDP, with full transparency into the impact that
these have on the accuracy of resulting mobility data. This understanding will be crucial
to future uses of mobility data, allowing researchers to understand the implications of the
range of choices defining a given system for generating privacy-preserving insights from
decentralized mobility data.

Our paper provides an overview of the simulation procedure used to create a fully repro-
ducible dataset of individual-level mobility displacements, followed by a methodological
summary of the different privacy techniques compared in this study. We indicate the pa-
rameters associated with each privacy technique, the architectural level at which privacy
protection is applied, and the role of different parameters in each privacy technique. We
then present analytical results comparing mobility networks made private using the three
different privacy methods: K-anonymity, CDP, and LDP, followed by an in-depth analysis
of the impact of different privacy parameters on error introduced by LDP. Finally, we ex-
plore the crucial role played by the choice of spatial and temporal units of aggregation for
the accuracy of mobility insights made private using LDP.
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2 Methods and data
2.1 Mobility data
This work is based on a simulated mobility dataset calibrated using empirical OD travel
networks from the United States. To compare different privacy mechanisms in subsequent
analysis, we aggregate the simulated individual mobility histories using different privacy
mechanisms, and assess the correspondence between aggregated travel networks after
privacy protection has been applied, and a mobility network without privacy protection.

We simulated a series of individual mobility trajectories based on a 2019 dataset pro-
duced by the US-based mobile phone mobility data aggregator SafeGraph (Fig. 1a) [43].
This dataset is based on the location histories of individuals using a panel of mobile ap-
plications, and is aggregated to describe the daily flow of individuals between US coun-
ties (Fig. 1b, c). To simulate individual-level travel, we used the Density-Exploration and
Preferential Return (d-EPR) model (Fig. 1d) [44, 45], which combines a mechanistic de-
scription of individual mobility, with information on the population-level distribution of
travel. This allowed individual-level simulations to be calibrated by empirical travel net-
work data, increasing the realism of the individual mobility simulation. We fit the model of
collective mobility to empirical data in a Bayesian framework, and performed sensitivity
analyses, ensuring that the model of population-level travel accurately captured mobility
patterns from the empirical travel network (Supplemental Sect. 1).

The main text of this paper shows analysis for April 8th, 2019 for the US Census-defined
Middle Atlantic Division, which includes the states of New York, Pennsylvania, and New
Jersey [46]. We perform a sensitivity analysis to identify possible variability in collective
model predictions by assessing the accuracy of the collective mobility model informed by
empirical mobility data for the first week of each month in 2019, as well as all US federal
holidays, in four other regions of the US (Supplemental Sect. 2). Because the complexity

Figure 1 Diagram of individual mobility trajectory simulation procedure. a) Empirical mobility data used to
inform the trajectory simulation. b) Visualization of an individual simulation over time showing movements
between counties around Philadelphia. c) Simulated individual trajectories, aggregated without privacy
protection for comparison with empirical mobility data. d) A process diagram describing the construction of
the d-EPR model of individual mobility
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of our simulation model is sensitive to the number of counties in the simulation, we select
these regions to maintain an approximately constant number of counties, while providing
a diversity of spatial contexts and maintaining the geographic contiguity of states within
each region.

2.2 Design of a federated analytics system
After simulating individual-level location histories, we construct a federated system for
producing OD matrices. In this system, simulated individual location histories are col-
lected and stored by individual mobile devices, producing a decentralized mobility dataset
D, where each individual holds a subset of the dataset D = {Di}Nclients

i=1 where Nclients is the
number of simulated individuals.

In a federated system, a central server makes a query of the decentralized dataset
(Fig. 2a). The query is a function which the central server sends to each mobile device.
Mobile devices then compute the results of this query on their own dataset, and share
these results with the central server, which aggregates the query results for all devices [35].

In the context of this study, the query requests the total count of OD pairs fi,j held by
all mobile devices, providing the total volume of travel between regions for all devices
participating in the federated system.

In a basic FA system, a query computes the true number of OD pairs across all de-
vices, without privacy protection. This means that devices provide potentially sensitive
location information to the central server, which then aggregates this information into a
population-level OD matrix. Sharing detailed location information with the central server
poses the obvious risk that the server could use this information to reveal sensitive in-
formation about individuals. However, even after aggregation, an OD matrix produced

Figure 2 The generation of federatedmobility data with different privacymechanisms. a) Overview of the
communication steps in a federated system. Communication begins with a query by the central server,
followed by the requested computation on individual mobile devices, and ending with the aggregation of
individual results across all devices by the server. b) Different privacy mechanisms in a federated system. We
compare two central privacy mechanisms introduced at the server level (K-anonymity, and CDP), and one
local privacy mechanism introduced by individual mobile devices (LDP). Local privacy can provide stronger
privacy guarantees compared to central privacy mechanisms because individual-level data is never shared
beyond the device that collected it. For LDP, this comes at the cost of greater noise added to privatized data
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Table 1 Parameter choices for different privacy-preserving FA systems. A description of the different
parameters required to define a federated system for mobility analytics using the three
privacy-preservation techniques compared in this study

System construction Architectural level Parameters

K-anonymity Central Privacy K : Anonymity threshold

CDP Central Privacy s: Sensitivity
εc : Privacy budget

CMS Local Privacy d: Number of hash functions (depth)
w: Hash size (width)
εl : Privacy budget
u: Number of user records shared with server

without privacy protection has the potential to reveal sensitive information for devices
with highly unique travel patterns [16, 47], and could permit Membership Inference At-
tacks [22], which seek to identify a specific individual’s presence in the aggregated dataset.
A privacy-preserving system for federated mobility analytics must prevent the disclosure
of personally identifiable information, both for individual results shared by devices with
the central server, or for aggregate statistics produced by the server.

Privacy protection can be introduced at two architectural levels of a federated system
(Fig. 2b). Central privacy requires that devices report their individual OD pairs to the
server, where these pairs are aggregated and privatized. By contrast, local privacy involves
devices privatizing the precise OD pairs in their dataset prior to data sharing. We assess
two central privacy mechanisms, K-anonymity and CDP, and one local privacy mecha-
nism, LDP. For LDP, we use an existing implementation, the Private Count Mean Sketch
algorithm (CMS), which is a general-purpose algorithm for federated frequency estima-
tion with LDP [37]. We choose CDP and LDP mechanisms that provide representative
examples of differential privacy algorithms used to achieve central and local privacy pro-
tection. In particular, CMS offers a representative example of an efficient LDP mechanism
implemented at scale, which is appropriate for large input domains such as the edges in a
mobility network [37]. Despite advances in LDP mechanisms in the literature [38, 39, 48],
CMS remains actively studied [49, 50] and offers a baseline mechanism of comparison
which is representative of LDP mechanisms which could be applied by organizations
which produce mobility network data. In the Supplemental Information, we provide addi-
tional analysis comparing error distributions produced by CMS with Hadamard Response
(HR), a more recent LDP mechanism which aims to reduce communication costs while
maintaining LDP [51] (Supplemental Sect. 3). Table 1 provides an overview of the differ-
ent parameters involved in each privacy mechanism, and the architectural level at which
they are introduced in the federated system.

2.3 Low count suppression with K-anonymity
As a baseline for privacy protection in a federated system, we use a traditional approach,
called K-anonymity, where the counts of OD pairs are suppressed below a chosen thresh-
old K . K-anonymity achieves privacy for individuals by ensuring that a specific record in an
aggregated dataset can be attributed to a minimum of K individuals. In mobility research,
K is often chosen heuristically. Higher values of K suppress more low-frequency edges,
which is assumed to yield higher privacy. Based on convention in publicly available mo-
bility datasets, we choose K = 10 [52]. It is important to note, however, that K-anonymity
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is sufficient to protect privacy only in a dataset where individual devices contribute only
one OD transfer. In the context of OD matrices, where individuals can make multiple
inter-region transfers, the privacy guaranteed by K-anonymity is dependent on the scale
of spatial and temporal aggregation, the number of records reported by each device, and
the distribution of individual travel patterns [41]. For example, K-anonymous data could
still reveal the identity of an individual making Ntrips > K between regions with no other
travellers.

2.4 Central differential privacy
As an example of current state-of-the-art privacy protection applied to aggregated OD
matrices, we use CDP, where calibrated random noise is added to aggregated OD travel
counts to prevent disclosure of information on individuals’ patterns of travel. Compared to
K-anonymity, CDP allows for stronger privacy guarantees and a formalization of the trade-
off between privacy and data utility. DP uses a randomized function A to add noise to the
records of a dataset D, with the intention of making it impossible to identify whether any
individual record is included in the dataset. Formally, differential privacy aims to achieve
statistical indistinguishability between two datasets D1 and D2 which differ by a single
element, by adding noise to the dataset records according to a privacy budget εc [28].

Pr [A(D1) ∈ S]

Pr [A(D2) ∈ S]
≤ eε

c (1)

The strength of the privacy protection provided by differential privacy depends on εc,
where values of εc closer to 0 provide higher levels of privacy protection by increasing
the magnitude of noise added to the dataset. Differential privacy encapsulates the balance
between data privacy and data accuracy. The noise introduced to ensure the privacy guar-
antee, as specified by εc, determines the precision of the differentially private data relative
to the original dataset [27].

Standard implementations of differential privacy assume that individuals can contribute
only one record to the privatized dataset. In the context of this study, mobile devices can
produce multiple OD pairs, meaning that a single individual’s dataset could produce mul-
tiple records in the aggregate dataset. We account for this possibility by restricting the
total number of OD pairs a device can contribute to a fixed value s, and include this value
in the privacy budget which defines noise added to aggregated counts of travel in the OD
matrix. We add noise to the aggregated mobility dataset with CDP by perturbing the count
of OD travel fi,j using Laplace-distributed random noise defined by a distribution mean μ

(μ = 0) and scale parameter b. The scale parameter b is specified by a chosen privacy bud-
get ε and a sensitivity s, indicating the maximum variation of the output of the aggregation
function that could be caused by a given input: b = s

εc
.

f (x | μ, b) =
1

2b
exp(–

|x – μ|
b

) (2)

Noise ηi,j is applied independently to each aggregated count of OD travel fi,j, producing a
differentially private count f ′

i,j.

f ′
i,j = fi,j + ηi,j (3)
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To adhere to the maximum number of trips that devices can contribute to the aggregate
OD counts, individuals sample s OD pairs in their dataset with uniform probability, then
aggregate these counts before sharing with the server.

We note that in the DP literature, Laplace-distributed random noise is the standard ap-
proach used to achieve ε-DP in aggregate statistics. However, practical applications have
used “approximate DP” (also known as (ε, δ)-DP), a relaxed privacy definition which of-
fers ε-DP with a small probability δ that the privacy mechanism will fail in extreme cases
[53, 54]. In practice, (ε, δ)-DP often relies on Gaussian, rather than Laplace-distributed
random noise, and achieves greater utility at the cost of a small probability of privacy vio-
lation. As our study compares privacy mechanisms under fairly standard conditions and
focused on a strict comparison of CDP and LDP, we choose a standard CDP formulation
relying on a Laplace noise distribution.

2.5 Local differential privacy with CMS
The key to improving privacy guarantees to mobile devices participating in a federated sys-
tem for generating mobility data is to achieve local privacy protection with LDP, where de-
vices privatize the location information they share with the server. LDP means that devices
can contribute to aggregate measures of mobility without sharing any personally identifi-
able location information with the central server. We apply LDP in the federated system
for OD matrix generation using the CMS algorithm developed for frequency estimation
with LDP [36, 37]. The CMS algorithm requires that devices share OD pairs from their lo-
cal dataset with the central server one-at-a-time. To achieve local privacy protection, each
device encodes the OD pair into a fixed-size representation using a hash function chosen
at random from a set of d three-wise independent hash functions. These hash functions
encode the OD pair into a one-hot vector of size w. To achieve LDP, each element of this
vector is independently flipped with probability p = 1

eεl/2+1
according to a given privacy

budget εl . A fixed number u of the encoded vectors are sampled with uniform probability
from a device’s dataset and shared with the central server, along with the selected hash
function used to encode the OD pair. For a given OD pair, the server then computes an
unbiased estimate of the frequency of travel by computing the average frequency of the
hashed value across all hash functions selected by devices.

2.6 Quantifying the privacy-utility trade-off
We compute the empirical noise introduced by different privacy mechanisms by comput-
ing the difference between privatized and true counts of travel for each OD pair i, j.

ηi,j = fi,j – f ′
i,j (4)

To assess the relative error of privatized counts, we compute the Absolute Percentage Er-
ror for each OD pair i, j.

Error(%) =
⃓
⃓ηi,j

⃓
⃓

fi,j
(5)

2.7 Sensitivity to privacy parameters: LDP with CMS
To understand the implications of parameter values defining the CMS algorithm, we con-
duct a sensitivity analysis of the empirical error distribution introduced by combinations
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of the four CMS parameters: εl , u, w, d. u defines the number of OD pairs shared by de-
vices with the server, w sets the size of the hash domain used to encode OD pairs in a fixed-
size representation, εl specifies the privacy budget of privatized hashes, and d indicates
the number of hashes used to privatize individual OD pairs, with hash functions chosen
randomly by mobile devices. We choose four values of εl = 0.1, 1, 5, 10 and base the selec-
tion of parameter values for u, w, and d on the characteristics of the simulated mobility
dataset: w is varied in proportion to the total number of OD pairs in the simulated dataset,
while d is varied in proportion to the number of clients in the simulated dataset. In our
analysis: u = 1, 2, 5, 10, w/NOD = 0.005, 0.01, 0.1, 0.5, and d/Nclients = 0.0001, 0.001, 0.01, 0.1.
Based on the Nclients and NOD presented in the main text of this paper, this produces
d = 20, 205, 2056, 20,561 and w = 117, 234, 2340, 11,704.

To understand the relative contribution of each parameter to the error distribution of
privatized OD counts, we perform a multiple linear regression relating the standard de-
viation of the error distribution sd(η) across all OD pairs i, j for a given combination of
CMS parameters.

sd(η) ∼ a + β0 · εl + β1 · u + β2 · w + β3 · d (6)

We then compute the partial R2 for each parameter, measuring the relative importance
of different parameter choices on the empirical error distribution. We also compute 95%

confidence intervals around partial R2 estimates using bootstrap sampling with 1000 iter-
ations.

To ensure the generalizability of our results outside of the simulated dataset used in this
study, we repeat our analysis using real-world trajectory data produced by Yahoo Japan
Corporation [55] to study the effect of CMS parameters on noise distributions required
to achieve LDP (Supplemental Sect. 4).

2.8 The effect of spatial and temporal scale
In a federated system for generating OD matrices with LDP, noise is defined by the privacy
parameters governing the privacy mechanism, in this case CMS. However, the relative er-
ror of privatized OD counts is defined by the magnitude of the count. One of the key de-
cisions in the design of a federated system for generating mobility data is the selection of
units of spatial and temporal aggregation, which can play a significant role in defining the
relative error of OD counts in the system. We test the importance of spatial and temporal
aggregation for data accuracy by producing OD matrices from a selection of spatial tessel-
lations with decreasing spatial granularity, and for increasing temporal periods (ranging
from 1 – 7 days).

We define a series of spatial tessellations based on hierarchical aggregations of counties
into regions of decreasing spatial granularity (Supplemental Fig. 9). To achieve these tes-
sellations, we perform hierarchical agglomerative clustering using Ward’s method based
on a distance matrix describing the distance between county centroids [56, 57]. There are
150 counties in the Middle Atlantic Division presented in the main text of this paper. We
therefore select tessellations with between 145 clusters (high spatial granularity) and 15
clusters (low spatial granularity) with a step size of 10 (Supplemental Fig. 10). This pro-
duces a series of spatial tessellations with an average spatial area between 1980 km2 and
18,850 km2 (Supplemental Fig. 11).
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We aggregate OD pairs for all combinations of spatial tessellation and time period, and
compute the differentially private count of travelers between OD pairs using the CMS
algorithm with εl = 5, u = 1000, d = 0.1 · Nclients, and w = 0.5 · NOD.

3 Results
3.1 Quantifying error for different privacy mechanisms
We compare the quality of mobility data generated in a theoretical privacy-preserving fed-
erated system by calculating the error of privatized counts relative to true counts of travel
between OD pairs for different privacy mechanisms providing central and local privacy.
The ultimate goal of a federated system for generating mobility data is to achieve strong
privacy protection with local privacy, while maintaining acceptable levels of accuracy in
the resulting mobility data. Figure 3a shows the OD network privatized with K-anonymity
with a suppression threshold K = 10. K-anonymity is a traditional approach to privacy
protection in OD matrices. In the K-anonymous OD network, 39.52% of OD pairs have
travel volumes above K , representing 98.58% of the total travel volume in the network.

Figure 3b shows an example of CDP, with privacy protection parameters εc = 1 and
s = 10. CDP privatizes OD counts by applying random noise to travel volumes aggregated
in the central server. Based on a theoretical definition of “acceptable” error, with error
≤10% for privatized values relative to true values, 19.19% of OD pairs representing 92.47%
of the total travel in the network have error ≤10% in the CDP-privatized network. We
also assess the CMS algorithm, a privacy mechanism which achieves LDP, where devices
privatize individual OD pairs before they are shared with the aggregation server. While
this privacy mechanism achieves strong individual privacy guarantees, it also requires the
addition of greater noise compared to the CDP mechanism. The CMS-privatized mech-

Figure 3 Comparison of mobility analytics computed with different privacymechanisms. Zipf’s plots comparing
mobility analytics computed without privacy-preservation (blue) to FA computed with different privacy
mechanisms (red): a) K-anonymity with threshold K = 10, b) Central differential privacy (εc = 1, s = 10), c) LDP
with the CMS algorithm (w = 2340, d = 205, εl = 5, u = 10). Plots show error introduced by different privacy
mechanisms, with higher error introduced by the CMS algorithm. All negative values have been truncated to
0. OD pairs are ranked by travel volume in the non-privacy preserving dataset
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anism with parameters εl = 5, u = 10, d = 205, and w = 2340 produces only 1.76% of OD
pairs (56.14% of total network travel) with ≤10% error compared to true OD counts. Com-
parison of the CDP and CMS privacy mechanisms demonstrates the key challenge in im-
proving privacy guarantees through the use of LDP, namely, LDP introduces significantly
more noise compared to a central privacy model, even for higher privacy budgets εl . These
results are supported by an additional sensitivity analysis comparing CMS with another
LDP mechanism: HR. Our analysis shows a similar degree of noise required to achieve
LDP using HR, when compared to CMS for a given privacy budget (Supplemental Sect. 3).

3.2 The challenge of local differential privacy for mobility analytics
Figure 3b, c highlight a key aspect of differential privacy. With differentially private mech-
anisms, noise is introduced to privatize OD counts independent of the total volume of
travel for a given OD pair. While the noise distribution is constant across all OD pairs in
the travel network, the CMS algorithm (with εl = 5, u = 10, d = 205, and w = 2340) intro-
duces noise with an average absolute error roughly 23× greater than the error of the CDP
mechanism (with εc = 1 and s = 10) (Fig. 4a). In the context of a mobility network, where
true travel volumes are highly skewed, the noise added to achieve differential privacy pro-
duces a very large error for low-frequency journeys, but can achieve relatively high accu-
racy (±10% of true values) for high frequency journeys. Understanding the magnitude-
independent nature of noise in the differential privacy mechanisms, and the empirical
noise distribution produced by a given mechanism and associated parameters, allows for
the estimation of the uncertainty distribution associated with a given true volume of OD
travel (Fig. 4b). Here, we compute the absolute percentage error for each true OD travel
count in the underlying travel network, and show the difference in uncertainty introduced
by CDP, compared to LDP.

Given that the reported volume of travel only has error ≤10% for the highest frequency
network connections, a federated system with LDP may severely limit the forms of mobil-

Figure 4 Error distributions for differential privacymechanisms. a) The distribution of error introduced by noise
added to counts of OD travel privatized with the CDP and CMS mechanisms. b) Absolute percentage error
across the OD frequency distribution. Solid lines show 90% density based on empirical noise distribution,
dashed lines show 50% density. Note that the frequency distribution in panel b shows OD pairs with travel
volume >10 for clarity. Red dashed line shows a theoretical threshold of ≤10% error for privatized values
relative to true values
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Figure 5 Error in journeys produced by different privacymechanisms. a) The original travel network. Blue labels
indicate major cities. b) Travel network produced with CDP (εc = 1, s = 10), showing the privatized OD pairs
with error ≤10% (red). c) Travel network produced with CMS (w = 2340, d = 205, εl = 5, u = 10), showing the
privatized OD pairs with error ≤10%. More high accuracy connections (red) indicate a higher accuracy in
differentially private counts of OD travel

ity analysis that can be conducted. Based on an error threshold of ≤10%, the CDP mech-
anism retains a significant proportion of the OD pairs in the original network (Fig. 5a),
while the CMS mechanism only retains the central, high-frequency network connections
around major urban centers (Fig. 5b). It is important to note however, that the low ac-
curacy of OD counts in the CMS network presented in Fig. 5b is closely connected to
the privacy parameters defining the mechanism, the magnitude of the original OD travel
counts, and the units of spatial and temporal aggregation defining the travel network. We
examine the role of each of these factors in defining the accuracy of OD counts with LDP
in the following sections.

3.3 Impact of parameter choices on data utility with local differential privacy
Although Fig. 5c shows extremely low utility of OD data produced by the CMS mecha-
nism, this error is a function of the chosen privacy budget εl , which defines a given imple-
mentation of the CMS mechanism, as well as the other privacy-related parameters w, d,
u. Each of these parameters plays a role in the accuracy of federated OD counts privatized
with LDP. To understand the relative importance of each parameter for defining the error
distribution of the CMS mechanism, we compute the partial R2 for a range of parameter
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Figure 6 The impact of CMS parameters on data accuracy. a) Partial R2 showing the relative importance of
different CMS parameters for defining the standard deviation of the error distribution of privatized values
relative to true values. b) Systematic underestimation of travel volumes is introduced by low u, which defines
the number of OD pairs shared by devices with the server. Other parameters: εl = 10, w/NOD = 0.01, and
d/Nclients = 0.1. c) The error distribution produced by different values of w, where low w increases the
probability of hash collisions, resulting in higher noise. Other parameters: εl = 10, u = 10, and d/Nclients = 0.1.
d) The error distribution produced by different values of d. Low values of d reduce the number of hash
functions used by devices to privatize OD pairs, resulting in biased estimates of travel volume. Other
parameters: εl = 10, u = 10, and w/NOD = 0.01

values based on a multiple regression describing the relationship between different pa-
rameter combinations and the standard deviation of the empirical error distribution. This
shows the dominant role played by εl in defining the error distribution of CMS-privatized
counts, where εl accounts for 95% of the variation in R2 for a model of the standard devi-
ation of the error distribution given a selection of CMS parameter combinations (Fig. 6a).

While εl defines the magnitude of the noise introduced by the CMS algorithm, the other
parameters defining the mechanism each introduce different classes of uncertainty. For
example, variations in u, the total number of OD pairs shared by mobile devices, result
in systematic underestimation of the true OD travel volumes for low u (Fig. 6b). By con-
trast, variations in w, which defines the size of the representation into which OD pairs are
encoded before being privatized by individual devices, can markedly increase the vari-
ance of errors for w (Fig. 6c). This is because of an increase in the probability of hash
collisions, where different OD pairs produce the same encoded representation. Finally, d,
which defines the number of hash functions selected by mobile devices to privatize their
OD pairs, effectively represents the number of groups from which an unbiased estimate
of OD pair frequency is computed. Systematic error can be introduced for low values of
d, because of the higher probability of hash collisions occurring for a smaller number of
hash functions (Fig. 6d). We confirm the directional effect of CMS parameters in a sen-
sitivity analysis using a real-world trajectory dataset from Japan, which shows a similar
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effect of privacy budget εl , and user reports u on error distributions produced by LDP
(Supplemental Sect. 4).

3.4 Impact of spatial and temporal aggregation
A final consideration in the design of a federated system for generating OD matrices, inde-
pendent from the choice of privacy mechanism and associated parameters, is the scale of
spatial and temporal units used for aggregation. In a K-anonymous system, privacy guar-
antees are closely related to the choice of the spatial and temporal scale of aggregation.
In such a system, records of OD travel over a sufficient time duration with high spatial
granularity could reveal information about individuals with unique travel behaviors. By
contrast, in a differentially private system, data utility, instead of data privacy, is directly
related to the choice of spatial and temporal units of aggregation. Choosing highly gran-
ular units can result in a decrease in data utility caused by the statistical noise required to
guarantee individual privacy.

We compare the relationship between data utility and spatiotemporal scales of aggrega-
tion with a comparison of OD matrices aggregated into different spatial and temporal units
(Fig. 7a, Supplemental Sect. 5). We compare the Absolute Percentage Error between true
counts and counts privatized with the CMS mechanism, for OD matrices produced with
increasingly coarse spatial tessellations, and time periods of increasing length (Fig. 7b).
For comparison across spatial and temporal scales, we select OD pairs in the top 5% of

Figure 7 Impact of spatial and temporal aggregation on data utility. a) Example of hierarchically aggregated
spatial units exemplifying different scales of spatial aggregation. b) MAPE for OD matrices privatized with the
CMS mechanism (with εl = 5, d/Nclients = 0.1, and w/NOD = 0.5). c) Distribution of absolute percentage error for
spatial tessellations of varying granularity, with a time aggregation of 7 days and εl = 5, 10. d) Distribution of
absolute percentage error for different time windows for spatial tessellation with mean area = 3800 km2 and
εl = 5, 10. Plots show the top 5% of OD pairs, ranked by true travel frequency, for all spatial and temporal
aggregations
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travel volume across all spatial and temporal aggregations. Comparison of Mean Abso-
lute Percentage Error (MAPE) for counts privatized with the CMS algorithm (with εl = 5,
d/Nclients = 0.1, and w/NOD = 0.5) shows a decrease in error caused by increasing the size of
either spatial or temporal units of aggregation. Changes in spatiotemporal scale increase
the total volume of travel along a given network connection, thereby reducing the error in-
troduced by privacy-preserving noise. While this shows the role played by spatiotemporal
aggregation, data utility also depends on the other privacy parameters defining a system.
The effect of changing values of εl , for example, have a greater effect on data utility than
any alteration of spatial resolution (with time resolution of 7 days), or temporal resolution
(with average spatial resolution of regions equal to 3800 km2) (Fig. 7c, d).

4 Discussion
This paper explores the feasibility of a federated system with LDP for generating accurate
privacy-preserving OD matrices. Our study provides a unique opportunity to empirically
quantify the error introduced by different choices in the design of a federated system for
generating OD matrices, from the choice of privacy mechanism and associated param-
eters, to the more subtle impact of choices regarding the spatial and temporal units of
aggregation into which underlying location data is aggregated. Overall, our study high-
lights the challenge of achieving privacy protection using LDP, due to the noise required
to privatize individual OD pairs shared by mobile devices with a central server. We have
shown how an LDP mechanism, CMS (with parameters w = 2340, d = 205, εl = 5, u = 10),
produces error significantly above a theoretically “acceptable” level of accuracy of ≤10%
error for most OD pairs in the travel network.

While our chosen definition of the specific “acceptable” level of error is contingent on
a given application of mobility data, our choice reflects a permissive upper bounds on
privacy-related error introduced by mechanisms in the DP literature [58, 59]. It is also im-
portant to note that, while measuring error provides a general indication of the degree of
bias introduced by LDP, future research could explore the implications of LDP on specific
applications such as infectious disease or transit modelling. The impact of LDP will vary
depending on the application of mobility data. In infectious disease modelling, for exam-
ple, significant error in low frequency network edges may alter predictions of infection
dynamics for transmission across long distance edges. By contrast, in transit modelling,
error in high frequency edges could significantly impact predicted estimates of network
traffic as these edges are responsible for a disproportionate volume of network traffic.

In our analysis, we show that the relative error introduced by LDP for a specific network
edge is dependent on the distribution of trips in the specific dataset we analyze. How-
ever, our simulation procedure, relying on the well-established d-EPR model of individual
mobility [44] informed by a Gravity Model parameterized using real-world mobility net-
works [45], reproduces common patterns of subnational mobility networks including a
heavy-tailed distribution of edge weights and distance-related decay of mobility flows for
long distance edges [60]. These are well established features of mobility networks across
spatial contexts and increase our confidence that the results of this analysis, namely that
only OD pairs for the highest frequency travel network connections around major urban
areas have acceptable data accuracy, will be generalizable to other sources of mobility data.
To ensure that our findings generalize beyond the specific simulated dataset presented in
our paper, we conduct a sensitivity analysis using real-world trajectory data aggregated
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to a 500 m × 500 m grid which shows a similar frequency distribution observed in the
simulated dataset, and confirms the role played by different CMS parameters on noise
distributions required to achieve LDP (Supplemental Sect. 4).

Although our initial comparison of LDP with other privacy mechanisms underscores
the challenge of achieving privacy-preserving OD matrices with LDP, we have also iden-
tified a number of opportunities to increase the accuracy of generated mobility data. The
key insight regarding frequency estimation with CMS is that the noise added by a differ-
ential privacy mechanism is independent of the magnitude of the value being privatized.
This points directly towards opportunities to increase the accuracy of mobility data by
decreasing the noise introduced by CMS relative to the size of the values being privatized.
This insight has encouraged research into adaptive noise mechanisms which unevenly
relax privacy requirements based on context [39]. In OD matrices, adaptive LDP mech-
anisms could provide greater utility by emphasizing specific network connections, such
as low-frequency edges, with higher accuracy. Researchers have also developed Robust
LDP mechanisms which guarantee formal ε-privacy over a set of plausible data distribu-
tions estimated from publicly available information [38]. Although there are no widely
accepted mechanisms for Robust LDP at scale, this approach is especially promising for
mobility networks given the substantial quantity availability of public mobility data which
could inform domain specific privacy mechanisms.

In this paper, we have also highlighted alternative approaches to improving data utility
for a federated system with LDP without altering the inherent privacy provided by the
CMS mechanism. Designers of a federated system for generating mobility data can make
careful choices regarding the units of spatial and temporal aggregation defining the gen-
erated mobility data, leading to higher values with lower relative noise introduced by LDP.
Like changes to the privacy budget ε, a system could theoretically maximize the volume
of OD travel by choosing extremely large spatial or temporal units of analysis, thereby sac-
rificing data utility. In practice, there are opportunities to choose intermediate spatial and
temporal units which achieve higher data accuracy while still permitting useful applica-
tions of the resulting mobility data.

Because data distributions interact with a given privacy mechanism and parameter set
to define the utility of data generated by a federated system using LDP, choosing parame-
ters for an LDP mechanism is challenging in practice. Moreover, there is no clear means
to optimize parameters such as the privacy budget ε, which must be set according to nor-
mative definitions of privacy. Typically, parameters are chosen heuristically to manage
computational cost while maintaining a given privacy budget. In this study, we perform a
grid search over CMS parameters where specific parameter values are chosen as a func-
tion of the size of the simulated mobility dataset. This offers clear intuition regarding the
impact of parameters u, w, and d which have been tightly calibrated to the number of OD
pairs and number of devices in the simulated mobility network. In practice, privacy pa-
rameters can be chosen according to intuition regarding the size of the data domain and
number of users, an approach which is supported in existing literature [36, 37]. We show,
for example, that a choice of w that is 0.5 times the domain size (number of OD pairs)
provides low variance estimates of mobility frequency, and similarly, that d approaching
0.1 times the number of devices offers unbiased estimates of mobility frequency. We note
that there are also diminishing returns, where increases in w and d do not significantly in-
crease accuracy, but will still increase computational costs. Using the approach presented
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in this study, practitioners using data from a federated system with LDP can understand
the empirical impact of parameter choices, and how these choices interact with the un-
derlying distribution of location data within chosen units of aggregation. For designers of
a federated system with LDP, this type of simulation analysis can provide insight into the
minimum acceptable values of privacy parameters like w and d required to maximize data
utility, and permits a systematic way to assess different units of spatiotemporal aggregation
while avoiding the need to rely on sensitive individual-level location data.

We have also shown the importance of parameters besides privacy budget εl for improv-
ing the accuracy of estimates of travel in a federated system with LDP. We have assessed the
impact of parameters which define the CMS mechanism, u, w, d, but note that this mech-
anism has been chosen as a representative example of a class of LDP algorithms which aim
to achieve privacy-preserving frequency estimation with LDP [61]. In the supplement, we
provide a sensitivity analysis comparing CMS with HR, which shows similar error distri-
butions required to achieve LDP. Although CMS is implemented in commercial systems
applying LDP at scale, recent research has shown that CMS does not provide comprehen-
sive privacy guarantees and is subject to attacks which may infer sensitive characteristics
of individuals [49]. More broadly, researchers have demonstrated that LDP mechanisms
such as CMS are vulnerable to ‘poisoning’ attacks, where an attacker may manipulate in-
dividual data reports to alter aggregate statistics [62].

As the trend towards the decentralization of mobile phone location data continues to
develop, there will be a pressing need to audit the accuracy and limitations of novel forms
of mobility data [63]. The societal benefit provided by mobility data in applications rang-
ing from pandemic response, transit modelling, international development, and natural
disaster management will continue to drive demand for empirical insights derived from
mobility data. In the use of mobility data for these applications, questions regarding the
appropriate balance between the accuracy of mobility data insights and individual rights
to privacy will remain, and will inform the adoption and specific calibration of technical
privacy mechanisms. Technical privacy solutions like LDP, while they may help to en-
sure compliance with privacy regulations, do not guarantee ethical use of mobility data.
Individual comfort participating with a given privacy-preserving system, and specific leg-
islation governing the appropriate processing of individual data will be key to informing
the design of future systems for mobility data collection which rely on LDP.

Federation will also raise new challenges in the use of mobile phone location data, as the
requirement that analytics are computed on mobile devices shifts computational burden
onto “edge” devices with fewer computational resources. LDP mechanisms are also more
computationally intensive compared to k-anonymity or CDP which essentially entail an
aggregation and filtering operation (as well as the application of random noise for CDP),
which are standard data analytic procedures with trivial cost. By contrast, a federated sys-
tem with LDP requires computation by edge devices to produce private reports, network
communication to transmit these reports to a central server, and server-side computation
to recover approximate frequencies from the private reports. Though this is significantly
more computationally intensive than K-anonymity or CDP approaches, the existence of
LDP systems operating at scale in commercial applications, like the CMS algorithm used
in this study, indicates that the computational cost is not prohibitive. In more complex do-
mains, on-device computational resources can be a key limitation reducing the number
of devices eligible for participation in a federated system. This is a particular concern in
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the related domain of federated learning, where model complexity can reduce the pool of
devices available for model training and evaluation [63].

In this paper, we have addressed the accuracy of mobility data generated with differ-
ent privacy mechanisms, rather than the privacy provided by a given mechanism and
associated parameters. Although there are well-established techniques to establish the
probability of a privacy failure for a given privacy model, there remains significant uncer-
tainty regarding the normative definition of “acceptable privacy.” Such a definition involves
translating personal opinions, legal requirements, and commercial interest in preventing
data misuse into specific parameters which will define a chosen privacy model. There is
ongoing academic debate over the appropriate parameter values defining current imple-
mentations of central differential privacy [21, 29, 64], and in a future federated system
for generating mobility data, the choice of privacy parameters must be transparent and
interpretable by the individuals contributing location data to the system.

We have quantified data utility primarily in terms of the deviation of differentially-
private analytics from true values in analytics produced without privacy protection. While
this approach indicates areas of relative error, it is important to note that the level of ac-
ceptable error in mobility analytics is closely related to the chosen domain in which these
analytics will be used. There is significant opportunity for future research to better under-
stand the implications of approximate data produced with differential privacy on different
domains of public health emergency response.

5 Conclusions
This paper has provided a detailed exploration of the feasibility of a federated system for
producing accurate human mobility analytics with a selection of privacy mechanisms.
Moreover, our analysis is fully reproducible, relying on simulated mobility data informed
by publicly-available mobility networks. Our findings show that CDP provides a scalable
and accurate means of producing OD matrices from decentralized mobility data, in line
with existing implementations. We have also found that mechanisms which provide strong
privacy protection through LDP are scalable, but their utility for the generation of OD
matrices is restricted to a relatively small, high frequency portion of the aggregate travel
network. This study contributes to our understanding of the empirical error introduced
by a LDP mechanism in a realistic mobility network, and provides a general mechanism to
assess the data utility in future federated systems for mobility data generation with LDP.
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